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GD PR + EPRIVACY D IRECTIVE

Regulations vs. Directives
Regulat ions are the law, as it is written. 

The General Data Protection Regulation (GDPR) 

falls into this category, applying to all 

EU-member states, with t he goal of  prot ect ing 

t he fundam ent al r ight s of  individuals as it  

per t ains t o dat a collect ion and 

dat a processing.

Direct ives are special and specific, providing 

guidance for staying within the law. Rather than 

applying blanket guidance, these are provided 

by individual EU-member states, which means 

that there is variation in the direction they 

provide. The ePr ivacy directive is a good 

example of this, providing specif ic guidance 

on m arket ing act ivit ies across a broad range 

of  t echnologies and circum st ances.

ePrivacy
Type: Directive

What  It  Does: 
Protects specific pieces 
of information: An email 
address and cookies.

GDPR
Type: Regulation

What  It  Does: 
Protects the person and 
their fundamental 
human rights.
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GD PR + EPRIVACY D IRECTIVE

An Overview of GDPR
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Instill basic privacy rights as human rights, as it pertains to personal data.

To force organizations to think about privacy and put privacy practices in 

place for all data collection activities.

There are two types of infractions, each with their own punishment or fine.

- Failure to Notify of Breach: 

Up to 10 million Euros or 2% of annual global revenue (whichever is higher)

- Processing and Failure to Protect Human Rights: 

Up to 20 million Euros or 4% of annual global revenue (whichever is higher)

Note that if an individual can prove negative impact as a result of how data was 

collected or used, they have a right to file a compensation claim against an organization.

The nature, gravity and duration of the infringement taking into account the nature, 

scope or purpose of the processing concerned as well as the number of data subjects 

affected and the level of damage suffered by them will be taken into consideration 

when assessing fines.

Consideration

Fines

Purpose

Intent
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GD PR + EPRIVACY D IRECTIVE

Important Definitions

IM PO RTA N T N O TE

Pseudonymised data (client 
IDs, for example) can fall 
under the scope of GDPR 

depending upon the difficulty 
to attribute the pseudonym to 

a particular individual.

PRO CESSO R: GO O GLE

CO N TRO LLER: YO U

EXA M PLE: U SIN G GO O GLE AN ALYTICS

Determines the purposes and means of processing 

personal data. This is the organization determining:

- What platforms are used for

marketing, analytics and advertising

- What data is collected

- Architecture for how data is being collected

- How collected data will be used

Controller

Processor Responsible for processing 

personal data on behalf of a controller.

Any information that can be used to directly or 

indirectly identify the identity of a natural person.

Personal Data

Processing Any operation performed on personal data or on sets of 

personal data. Processing includes actions such as:

- Retrieving information in a spreadsheet

- Creating a report

- Setting up a tag architecture for data collection
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GD PR + EPRIVACY D IRECTIVE

Who Does GDPR Apply To?

This means that the GDPR applies to you if:

GDPR is a European Union initiative. 

As such, its concern focuses on data 

subjects (people) within the EU.

You are an organization operating within the EU.

You are an organization offering goods or services to subjects within the EU.
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TH E SIX PRIN CIPLES O F GD PR

Personal Data Shall Be:

?Processed lawfully, fairly, and in a transparent manner? ?

- Law ful: You need to have a legal basis for processing information. 

- Fair : The result of collecting and processing the data must not cause damage to the subject.

- Transparent : The individual needs to have visibility into the processing of their data.

- What data is collected?

- Why is it collected?

- What is the end result of collecting the data?

"Collected for specified, explicit, and legitimate purposes and not further 

processed in a manner that is incompatible with those purposes; further 

processing for?  statistical purposes shall not be considered to be incompatible 

with the initial purposes?

- Specif ied: Data must be used for the explicit reason for which it is collected.

- Explicit : Must define an explicit reason for collecting and processing personal data; 

it must only be used for this stated purpose. 

1

2
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TH E SIX PRIN CIPLES O F GD PR

Personal Data Shall Be:

?Adequate, relevant, and limited to what is necessary in relation to the 

purposes for which they are processed?

- Adequat e + Lim it ed: You must collect only the minimum amount of personal 

data necessary in order to be able to accomplish your stated purpose.

- Relevant : The data must be relevant within the context of the stated purpose.

?Accurate and, where necessary, kept up to date? - ?every reasonable 

step must be taken? inaccuracies be erased or rectified without delay.

- Accurat e: Data must be accurate and clean.

- Inaccuracies: In the event an inaccuracy is detected, it must be erased or 

rectified immediately.

- If you share data with other processors or controllers, they must be 

notified of the inaccuracy so that they can also update the record. 

3

4
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TH E SIX PRIN CIPLES O F GD PR

Personal Data Shall Be:

?Kept in a form which permits identification of data subjects for no longer than is 

necessary for the purposes for which the personal data are processed?

- No Longer  Than Necessary: Data can only be kept for the amount of time necessary.

- Perm it s Ident if icat ion: If the information is identifiable, and must remain so for the stated 

purpose, it must be obfuscated or deleted as soon as the processing is complete.

?Processed in a manner that ensures appropriate security of the personal data?  

using appropriate technical or organizational measures?

- Secur it y: You must have internal processes in place to protect the personal data of 

individuals.

- Technical or  Organizat ional: The processes can be administrative as well as technical.

5

6
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TH E SIX PRIN CIPLES O F GD PR

Summary
Whenever  you are dealing w it h personal dat a,
use t hese as your  guiding pr inciples:

IM PO RTA N T N O TE

It is the responsibility of the controller 

to demonstrate compliance with these 

principles [Article 5(2)]. If you are an 

agency or consultant that is 

determining the data collection 

platforms and/or what to do with the 

data, following these principles is  

your  responsibility.

All collect ed dat a should also be kept 

up to date and accurate at all t imes.

Processing should be done in a way that ensures 

appropriate security of personal data and should 

not occur for a longer period than necessary.

Dat a should be processed 

in a legal and transparent manner.

Collect ion  should be limited to the data points 

that are necessary in relation to the purpose set forth.

Personal dat a should be collected 

for a specific, legitimate purpose.
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LAW FU L BASIS FO R PRO CESSIN G

The Basics

Also note that processing must be 

?necessary?;  the lawful basis will 

not apply if you can reasonably 

achieve the purpose by some 

other, less intrusive means.

Your Privacy Notice should specify 

your lawful basis along with the 

purpose for which the data is 

being processed

You must always have a valid and lawful basis in order to process personal 

data, which must be determined before processing. 

Get  it  r ight  t he f ir st  t im e! You cannot change your legal basis without a 

very good, documented reason for doing so.

If so, stop!
You do not have 

a lawful basis 
for processing.

Ask Yourself:
Can I accomplish 
my goal without 

collecting 
personal data?
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LAW FU L BASIS FO R PRO CESSIN G

Six Lawful Basis Options
There are six dif ferent  law ful basis options available for processing. 
No one basis is ?bet t er ?, but the most appropriate basis will depend 
upon the purpose and your  relat ionship w it h t he subject .

For Marketing and Advertising 

purposes, you will work with 

either: Consent  or 

Legit im at e Int erest .

Consent : Processing after 

explicit and freely given 

acceptance by the user. The user 

must be transparently notified of 

the data collected, processing 

occurring, and how it affects 

them.

Legit im at e Int erest : Processing 

necessary for the purposes of 

your (or a third party partner 's) 

business. These must be 

balanced against the rights and 

freedoms of the data subject 's 

privacy and proven to outweigh 

the user 's interests.

Cont ract : To fulfill your contractual obligations 
to them or because they have asked you to do 
something before entering into a contract 
(providing a quote, for example).

Legal Obligat ion: You can rely on this lawful basis 
if you need to process the personal data to comply 
with a common law or statutory obligation.

Vit al int erest s: Can rely on vital interests as your lawful 

basis if you need to process the personal data to protect 

someone?s life. However, if someone can give their consent 

(even if refused), then this is not a valid lawful basis.

Public Task : 'In the exercise of official authority?. This covers public 
functions and powers that are set out in law or to perform a 
specific task in the public interest that is set out in law.
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Consent

Dat a Prot ect ion Direct ive (Cur rent )

?Any freely given specific and informed indication 

of his wishes by which the data subject signifies 

his agreement to personal data relating to him 

being processed?

GDPR

?Any freely given, specific, informed, and 

unambiguous indication of the data subject?s wishes 

by which he or she, by a statement or by a clear 

affirmative action, signifies agreement to the 

processing of personal data relating to him or her?

LAW FU L BASIS FO R PRO CESSIN G

Consent is dif f icult  t o obt ain  
but easy t o defend!

GDPR clarifies that the indication must be 
unam biguous and provide a clear  
af f irm at ive act ion .
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Consent Requirements Checklist
LAW FU L BASIS FO R PRO CESSIN G

Specific right to withdraw consent

Clear and specific statements of consent

Consent request messaging requirements

No pre-ticked boxes and no ?implied consent?

Cannot be used as a prerequisite for a service

Must be specific: Vague or blanket consent is not enough

Consent must be separate from other Terms & Conditions

All third party controllers relying on that consent must be named

No set time limit for consent: This depends upon context, but it must be reasonable and defensible
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Additional Consent Information
Consent  Request s Should Include:

- Name of organization

- Name of any third party controller relying on consent 

- Why you want the specific data being collected

- What you will do with the data collected

- Notification that consent can be withdrawn at any time

Always Maint ain Evidence of  Consent , 
Including:

- Who consented?

- When did they consent?

- How was consent given?

- What was told to the subject/what did the subject give consent to?

LAW FU L BASIS FO R PRO CESSIN G

Recom m endat ion: 
Use a Pr ivacy Por t al. This allows users to manage their preferences across 

platforms and categories of data while also simplifying the documentation process.
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Legitimate Interest

Requirem ent s for  Use

- Must show that use of personal data is proportionate, 

has minimal privacy impact, 

and people would not be surprised or likely to object to 

the use of their personal data in that particular way.

- Check also that it is compliant with Privacy Directives. 

For example, PECR (in the UK), 

requires consent for storage or access to information 

stored on a user?s browser or device (cookies).

- These directives mandate consent and 

notification. Though, here, consent can be implied.

Three Elem ent s of  
Legit im at e Int erest

LAW FU L BASIS FO R PRO CESSIN G

Legitimate Interest is easy t o obt ain  but dif f icult  t o defend!

In the context of marketing, the right to object is absolut e. 
You must stop processing as soon as someone objects.

You  MUST include t he det ails and logic 

you are using for  Legit im at e Int erest  as 

Lawful Processing w it h in your  Pr ivacy 

Not if icat ion, being clear  and t ransparent  

about  what  your  int erest s are.

Purpose Test : 
Identify a 
legitimate interest

Necessit y Test : Show 
process is necessary to 
achieve stated purpose

Balance Test : Balance the 

organization's interest against 

subject?s interests, rights, 

and freedoms
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Legitimate Interest Assessment

Per form  t he Purpose Test
- Why do you want to process this data? What do you hope to achieve?

- Who benefits from the processing and how?

- Are there wider benefits to processing?

- How important are the benefits?

- What would the impact of not processing this data be?

- Would your use of the data be unethical or unlawful in any way?

LAW FU L BASIS FO R PRO CESSIN G

Apply t he Necessit y Test
- Does processing actually further the stated interest?

- Is this a reasonable way to accomplish the interest?

- Is there a less intrusive way to accomplish the same result?
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Legitimate Interest Assessment
LAW FU L BASIS FO R PRO CESSIN G

Do a Balancing Test

- What is the nature of your relationship with the individual?

- Is any of the data sensitive or private?

- Would people expect their data to be used in this way?

- Are you happy to explain it to them?

- Would someone object or find it intrusive?

- What is the potential impact on the person?

- How big of an impact might this have on the person?

- Are you processing children?s data?

- Are the individuals vulnerable in any way?

- Are there safeguards that could minimize the impact?

- Can you offer an opt-out?

Apply t he Test s. 

Weigh t he Opt ions.
If you can reasonably and defensibly say 

that what the organization and the 

individual are getting out of the processing 

outweigh any potential concerns for the 

individuals' privacy, then you can use 

legitimate interest as the basis.

Above All: 

Keep a record of this assessment for all cases. 

Eye on t he Fut ure:
In 2019/2020, the new ePrivacy Directive may require explicit consent for the collection of cookie data. 

GDPR would still allow for Legitimate Interest, but would need to do so within these new directives.
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RIGH TS FO R IN D IVID U ALS

Individuals Have the Right to...

Access: To their data and any supplemental information, which is typically 
also included in your Privacy Policy (what data is collected and how it is used).

Rect if icat ion: Have their information rectified if it is inaccurate or incomplete.

Erasure: Also known as 'The Right to be Forgotten', includes deletion 
or removal of data when there is no further reason for processing.

Rest r ict  Processing: Ability to block or stop the processing of their personal information. 
In this case, you can continue to store the data but it may not be processed any further.

Be Inform ed: You must be transparent about your use of personal data. 
This is typically done through a Privacy Notice.
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RIGH TS FO R IN D IVID U ALS

Individuals Have the Right to...
Dat a Por t abil i t y: Must provide the subject their data in a structured, machine readable format. 
This applies to personal data provided to a controller, data obtained on a basis of consent or 
performance of a contract, or when processing is carried out via automated means

Object : To processing based upon legitimate interest, processing for direct marketing, and 
processing for purposes of scientific/historical research and statistics. You must inform subjects 
of this right at the point of first communication and provide a way for subjects to object online.

Know About  Aut om at ed Decision Mak ing and Prof i l ing: Any automated individual decision-making 
resulting in a decision without human involvement. This includes the use of big data to learn something 
about an individual?s preferences, predict behavior, and/or make decisions about them.

GDPR restricts you from making these automated decisions in cases where a legal  or sim ilar ly 
signif icant  ef fect  on individuals can occur. The types of effect are not defined in the GDPR, but the 
decision must have a serious negative impact on an individual to be caught by this provision. 

In most marketing and advertising cases, the additional 

considerations for profiling would not apply since there is not 

a legal or similarly significant effect. That said, it must still:

- Comply with GDPR priciples

- Identify and record your lawful basis for processing

- Have processes in place so people can exercise their rights
Real Life Exam ple: Travel sites 
increasing pricing based upon 
cookie profile and search history.

An example of profiling 
would be pricing changes 
based upon a profile or 
changes to a contract or 
offer based upon a profile.
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An Overview
Organizat ional Measures

Pr ivacy by Design and Dat a Prot ect ion by Default : Think through privacy for any new 

platform, data collection or marketing activity for what data is being collected, your lawful basis 

for processing, and if appropriate steps are being taken to protect the rights of the data subjects.

Docum ent at ion: Article 30

- Privacy Notice

- Records of Consent

- Controller-Processor contracts

- Data Protection Impact Assessment Reports

- Records of Data Breaches

Map t he dat a f low  or  ?Walk  t he Dat a?: Understand where you're collecting personal data, what 

it 's used for, where the data goes, who the processors and controllers involved are, and if you 

have the documentation in place to have a reasonable and defensible position for processing.

ACCO U N TABILITY AN D  GO VERN AN CE

Article 5(2) summarized:  The controller is required to demonstrate 
compliance with the 6 Principles and that compliance is your responsibility.

Technical Measures
- Data minimization

- Pseudonymisation

- Transparency

- Allowing individuals to monitor processing

- Creating and updating security features on an ongoing basis
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Privacy Notice
AN  O VERVIEW

You w il l  want  t o cover  each of  t he follow ing 
areas when developing your  pr ivacy not ice.

If  Shar ing w it h Ot her  Cont rollers: 

- Must identify who you are sharing with
- Need data sharing agreement in place with all controllers involved

GDPR Requirem ent s:

- Concise, transparent, intelligible, and easily accessible
- Written in clear and plain language
- Free of charge

Det erm ine Fur t her  Specif ics:

- Map information processing

- Items to work out (Implications of personal data that you are processing)

- These would all need to be reflected in the Notice

Basics:

- Who are you? Include the Controller and the Data Protection Officer, if applicable.

- What you are going to do with a subject?s information?

- Who will the information be shared with?

- In the case of legitimate interest: What is the reasoning?

Address t he: 

WHO, WHAT,

WHEN, WHY and

WHERE of  personal dat a 

collect ion and processing.
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For Analytics and Marketing
W H AT IT ALL M EAN S

Analyt ics Dat a
- Typically the only potential ?personal information? would be an anonymous 

cookie ID. Additionally, the information collected would be used in an aggregate 

format for statistical purposes.

- An analytics data set likely does not fall under ?personal data? in GDPR.

- Careful! As soon as you start combining this with additional data sets to provide context - such as location, IP address, 

email address - that would allow you to identify an actual person directly or indirectly using the cookie ID as the key,  then 

the key and any data it collects becomes personal information.

- Cookies are, however, covered in the ePrivacy Directives. So you must still be transparent about cookie usage 

and provide users the ability to opt out of analytics tracking.

Digit al Media and Adver t ising
- Typically will be a much richer data set of personal and 

behavioral information than what you would have with analytics data.

- Therefore, the cookie IDs are likely to be treated as ?personal data?.

- Profiling will be taking place.

- If this profiling is not going to lead to adverse legal harm or similarly significant 

effects, the additional profiling permissions would likely not apply.
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Tag Audit
W H AT IT ALL M EAN S

You must start with an 

understanding of all t he digit al 

m arket ing and adver t ising 

platforms currently on 

your  sit e. A tag audit will allow 

you to see what tags are there 

and what data is being 

processed. From there, you can 

determine what data is being 

shared and with whom. 

These are t he foundat ions of  

com pliance.

Tag Audit!
Start yourFREE

https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
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Review and Document
W H AT IT ALL M EAN S

For  Each Plat form  or  Type of  Dat a Collect ion
- Can it be classified as 'personal data' under GDPR? If so:

- What is the lawful basis for processing?

- Are the Rights of the individual being adhered to?

- Can you demonstrate adherence to the 6 Principles?

- Is everything properly documented in the Privacy Notice?

Moving Forward
- Build in a GDPR evaluation as part of purchase and on-boarding of 

any new marketing or analytics platforms

- Confirm all associated processors are GDPR compliant

- Remember: The onus is on the controller (that means you), so be 

sure that anyone you are sharing this data with is also compliant.

- Ensure data sharing agreements are in place

- Maintain documentation!

- Monitor for new unvetted and unauthorized platforms
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With Tag Inspector
GETTIN G STARTED

Tag Inspect or  is a t ag 

audit ing plat form  t hat  is 

designed for  m arket ers, 

by m arket ers. 

If you manage a large site or 

multi-brand enterprise, 

Tag Inspect or ?s 

best -in-class t ag l ibrary and 

real t ag m onit or ing  in the 

l ive environm ent  will give 

you unparalleled dat a 

pr ivacy, per form ance, and 

dat a qualit y peace of  m ind.

with Tag Inspector
Get Started forFREE

with Tag Inspector
Get Started forFREE

https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
https://app.taginspector.com/home/registration
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Learn More
AD D ITIO N AL RESO U RCES

- GDPR Text

- ICO UK Guidance

- ICO UK - 12 steps to take now (organizations)

- ICO UK Guidance - Privacy Notice

- ICO UK Guidance - Privacy Impact Assessments

- ICO UK Guidance - PECR

- Guidance for use of cookies

- EU Article 29 Working Party Clarifications

- ICO GDPR Consent Guidance

- DPN Legitimate Interests Guide

http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32016R0679&from=EN
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/for-organisations/guide-to-the-general-data-protection-regulation-gdpr/
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/media/1624219/preparing-for-the-gdpr-12-steps.pdf
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/
https://ico.org.uk/for-organisations/guide-to-data-protection/privacy-notices-transparency-and-control/
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